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Honeypots

e A broad concept [L. Spitzner, 2003] :

- A honeypot is a (network) resource with no
legitimate use and whose intrinsic value lies in
being made available for attack.

- Then, by definition, all interaction with the
honeypot is probably malicious.

« Main ideas
- Present an interesting target to attackers

- Observe it, Monitor traffic, Detect changes in its
state

- Derive conclusions from this interaction



Honeypots (2) -- Clasification

e Low interaction

- Targets are (mostly) emulated / simulated
e Usually implemented in software using user-space emulation
- Easy usage, low maintenance, low risk.

- Low detail information yield

 High interaction

- Targets are (mostly) real, mostly operating systems

e Operating systems real, although it could be running on a
virtual machine

- Harder to operate and maintain. Some risk posed.
- High or very high detail information yield
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oheypots ome avallable . .,

tQg!ﬁ'interaction honeypots

- “honeyd” [N. Provos]
* URL: http://www.honeyd.org
e Emulates networks, links, routers and hosts

- They even (a) respond to “traceroute” and “ping” and
(b) present usual OS signatures to remote scanners

* Provides a framework for emulating services
- SSH, Web Server, Telnet....

- “mwcollect” and “nephentes”

 URL: http://mwcollect.org

* Geared towards collecting malware samples. They present
“limited” views of an OS (usually Windows) and emulate a
vulnerability; tricking malware into uploading their
payloads into the honeypot



HoneyD Architecture
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Sample HoneyD Emulated Network
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Honeypots - Strong points

* Honeypots are cheap

- You can build a very good honeypot for less
than $2k

* They can provide a wealth of information
and valuable intelligence

* If adequately managed, they pose little
risk



1oneyhnets (4) - Some

oHservations o
e Honeypots are passive in the sense that they stand

still until attacked.

- No activity in the honeypot does not mean necessarily that
nothing is going on

« Honeypots have a limited view of the Internet.

- The less public IPs they listen on, the less information they
collect

- Large public IP space is hard to come by these days

« Honeypots are not substitute but rather a
complement to other security equipment (IDS, etc.)
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ANTEL

* ANTEL: “Administracion
Nacional de
Telecomunicaciones”

- State-owned, but operates
as a for-profit company

* Unlike normal government
agencies

* Some numbers
- ~1.0 million fixed lines

- ~1.5 million mobile lines
- ~300k ADSL broadband lines

*1.1-1.5M Internet users
depending on how you
measure and who you ask




ANTEL (1)

* Corporate structure
- Corporation

- Business lines

* Data (both enterprise and
residential)

* Mobile
* Consulting services

* “VValue Added” Services
(consulting, etc.)



ANTEL (I1I)

 Many (if not all) government
agencies and big companies in
Uruguay are customers of
ANTEL's for at least some of their
telecom needs

e

e Being government-owned makes g

ANTEL responsible for security

and availability in ways beyond
the normal provider-customer

relationships




CSIRT ANTEL

* Created in 2005-2006 in response to
several high-impact security incidents

e Mission:

- “To provide our constituency support in the
achievement of their business goals through
support, training and coordination in computer
and telecommunications security issues.”

* Constituency:

- All ANTEL's systems including not only servers
and PCs but also telephone switches, routing
equipment, etc

- ANTEL’s biggest customers (both data and
mobile)
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Jur oneypot ror Community

Defence”
* HCD for short

* Goal:

- Provide our community members with early-
warning information regarding malware
outbreaks and possible system compromises
affecting their systems

* Decisions:
- A honeypot vs. plain traffic monitoring
- Low Interaction or High Interaction ?

- Real hardware vs. virtualized hardware ?
- What to collect ?



HCD Honeypot

* We decided to implement a *very* low
iInteraction honeypot
- Minimize administration and risk

- No need for expensive “roll-back-the-whole-
system” schemes

* We currently collect:

- All connection attempts
* TCP / UDP source address
* TCP / UDP destination ports



HCD: Shopping list

* Hardware
- A plain PC, no great requirements, about

$1K
* Software -
- HoneyD running on OpenBS[yS
* Why?

- PF Firewalling -> Nothing comes even
close

- Security out-of-the-box
* Public (globally routable) IP space

- As much as we could get (we currently have
a /25 designated for this purpose)




HCD: hardware & software

* Hardware- Minimum requirements

CPU: P4 3.0GHz; Disk: 80 GB, 7200 RPM
RAM: 2 gigs DDR-2

Mostly “no name” cheap hardware

Cost: aprox. $1000 at the time of purchase

e Software

HoneyD plus custom scripts for progessing data and alert

generation E 683
HCD runs on OpenBSD N X
* Why?
- PF Firewalling -> Nothing comes even close
- Security out-of-the-box

* Public (globally routable) IP space

- As much as we could get (we currently have a /25

designated for this purpose)



HCD: Software & Scripts

* We use HoneyD as low-interaction
honeypot

- Implemented a very simple emulated
topology

* We developed

- Scripts for parsing pcap-formatted packet
Info generated by HoneyD

- Scripts for uploading packet captures to a
data processing server

- Event and Context databases (more on this
later)



Honeypot: Data

Data feeds
(SFTP)

3
Honeypot (s)

HCD
Data
Processing

orocessing

Potential
Incidents

~—

0 List of
customers’ IP
addresses

Event
Database

Event DB.:
0 One record per event
(connection attempt or
packet)
0 IP packet data plus TS

detected by the
honeypot
Context 0 Some context
Database info (how many
times, etc.)

—-Context-DB:
0 Customers’ IP address
0 Contact information
0 Historical data (past incidents,
etc.)




Honeypot: Sample Output

from csit@csirt-antel.com.uy I reply list ]' ’forward ] I archive ]

subject [CSIRT ANTEL] [Honeypot CSIRT-ANTEL] REPORTE CSIRT : HISTORICO  HONEYFOT 2009-10-17 10417,
to esit@csirt-antel.com.uy

content-transfer-encoding g

EEPCETE HISTORICO: HONEYPOTS CSIET 2008-10-17

En lo=2 ultimos 7 dias, estas direcciones IP estaticas de ANTEL aparecieron N veces en lo=s regi:
de lo= honeypots:

N | Direccion IP | Reverso DHS

T 1 200.40.46.74 | r200-40-46-T74.ae—-static.anteldata.net.uy

T 1 200.40.47.162 | r200-40-47-1&2.ae-static.anteldata.net.uy
T | 200.40.171.1%98 | r200-40-171-198.ae-=static.anteldata.net.uy
& | 200.40.101.130 | r200-40-101-130.ae-=static.anteldata.net.uy
5| 200.40.153.138 | r200-40-193-138.ae-static.anteldata.net.uy
5| 200.40.120.147 | r200-40-120-147.static.adinet.com.uy

5 200.40.86.2 | »200-40-86-250.ae-static.anteldata.net.ay
5 200.40.80.222 | r»200-40-80-222.ae-static.anteldata.net.uy
5| 200.40.215.110 | r200-40-215-110.ae-=static.anteldata.net.uy
5 200.40.82.54 | r200-40-82-54 . ae-static.anteldata.net.uy

4 | 200.40.84.170 | r200-40-84-170.ae-static.anteldata.net.uy
4 | 200.40.61.182 | r200-40-61-182.ae-=static.anteldata.net.uy
4 | 200.40.114.230 | r200-40-114-230.ae-static.anteldata.net.uy
4 | 200.40.207.182 | r200-40-207-182.ae-static.anteldata.net.uy
4 | 200.40.86.154 | master.districonp.com

4 | 200.40.230.133 | r200-40-230-133.static.adinet.com.uy



\Notes from actua

experience
 Be careful with how you explain the service to

customers

- Do not forget that you cannot fully assure them that they
are malware-free

- You only see what the honeypot “sees”

 First contacts are the hardest ones

- Sysadmins on the defensive.

* Remember to remark: CSIRT not the enemy, not their boss
either

- No sysadmins in sight, situation must be explained to the
owner or other non-technical people

* Good, updated and clean contact info hard to obtain
- Reverse DNS mappings poorly maintained
- Business databases may lack technical POC info
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HCD: conclusions and future work

* HCD provided us with a way of reaching
out to our community and provide a
possible valuable service for them
- Gave us visibility and good publicity

* One needs to be very careful with this kind
of service offering.

- You cannot guarantee 100% detection rates, so
don’t oversell.

* Costs are low, the main problems are non-

technical

- Getting the correct service and contact
iInformation (IPs, POC emails, etc.)



J): conclusions and ruture wor

(IH
e HCD Itself:
- Get more IP space and install more sensors,
the more distributed the better
- More automation, richer data mining
- Just maybe: increase level of interaction in
the honeypot by adding more services
« More general initiatives

- Allow the organization learn from its mistakes

e Build “manageability” in, by adding more
iInformation in TXT records or WHOIS databases.
Better management of reverse DNS mappings.

- Some research projects related to HCD
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